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Attack Surface

Android binder



Background

Binder Threat Model

Defective
Component

: Red raa’r]

1|  Logic | parameter —

2 | Permission | lock —
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Security issues

Constant exploitation

 Binder: The Bridge to Root(CVE-2019-2025) from Mosec2019

« Binder IPC and its vulnerabilities(CVE-2020-0041) from Thcon2020

« Typhoon Mangkhut(CVE-2020-0423) from Blackhat USA2021

« Exploiting Spinlock UAF in the Android Kernel(CVE-2022-20421) from Offensivecon2023

« Attacking Android Binder(CVE-2023-20938 & CVE-2023-21255) from Offensivecon2024

—



https://github.com/liucc1997/mosec2019/blob/master/D2T2%20-%20Binder%20-%20The%20Bridge%20to%20Root%20-%20Hongli%20Han%20%26%20Mingjian%20Zhou.pdf
https://www.synacktiv.com/ressources/thcon2020_binder.pdf
https://i.blackhat.com/USA21/Wednesday-Handouts/us-21-Typhoon-Mangkhut-One-Click-Remote-Universal-Root-Formed-With-Two-Vulnerabilities.pdf
https://0xkol.github.io/assets/files/OffensiveCon23_Racing_Against_the_Lock__Exploiting_Spinlock_UAF_in_the_Android_Kernel.pdf
https://androidoffsec.withgoogle.com/posts/attacking-android-binder-analysis-and-exploitation-of-cve-2023-20938/offensivecon_24_binder.pdf

Our work

i)
/
77 ®@ 717,

\4

Tier: Ubiquitous

v Construct a stable path
from Binder corruption

Affect all devices in the i

Android ecosystem. Complex features and
nonstop security patches
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Vulnerability Evolution
Android binder



Bad spin in 2022




Bad 2022

Normal

During normal binder transaction /
.-|binder_proc

fransaction

process A ——> | process B
(binder_ri}'

{ 717 Ej} ..........

tmp_refs++

{bi‘nder_node]

process C

—




Bad 2022

Vulnerable

Trigger CVE-2022-20421

process A

fransaction

1 binder_ref l

Q binder‘_r‘eﬂ

PR
P
PR

ref_C-»proc = proc_B

binder‘_node'

process C

W

=

UAF

a binder_proc l

process B

W

@ exit

©

exit
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Bad 2022

Queued spin lock
State Migration

TAS —> ticket —> queued

original value ( glock value

- queued spin_lock '

31 16 15 87 0
ooty ] pering |t |
31 16 15 0
k tail f lockéd;;;\:i-;r;g,j
31 0

val




Bad 2022

The original idea

Badspin
GFP_ATOMIC vs GFP_KERNEL_ACCOUNT

e 4 7
struct bfnder_prﬂ r tty write buffe?i )7 tty write buffer struct fdtable Q( ( struct fdtable } F‘rmcf fdfublleq

UAF spin_lock RACE spinhning unspin_lock
_ > _ > _ > _ " > _ >
spray .
| " kmalloc - 1k @ reallocate @ finish
inner_|cck a I
U tail P ock 0 | o fox4l 0 )1 {ox4t / 0x1462 |0x0d 0x00 w1462 Jowon) L Ox1462 (xioxog
outer_lock addrj) OxFFFFFFBO | OxFFFFFFBO OxFFEFFFRO




Bad 2022

Source of insight

Key data offset mapping

struct binder_proc {

[...]
’ StrUCt binder_context*context; ....i.........................................S
E Sp'nlOCk_t Inner_IOCk, .: .................................... E
} SpiﬂlOCk_tOUteI’_IOCk; ............... 4“.......................: . §
74 f
Lt :
: \
= pte
Y v

32 31

—



Bad 2022

Our idea

Winning a tight race and widening the race window

B-PUAF

[str‘ucr bfnder_pr‘ocj ( u"iigﬂii:'?w ) [ pagetable } [ pagetable j

UAF RACE spin_lock

i
spray . / .

| kmalloc-1K spin_lock |

inner_lock addr p

tail "o lock| 0 | o lox4i {{)mﬂﬁﬂ loxat 043 4

\4
\4

A
>

oo oo

0x16000000

outer_lock add IOR  0 Yo 016000000




Bad 2022

Race condition

B-PUAF

void queued_spin_lock_slowpath(struct gspinlock *lock, u32 val)

[...]

*

* If we observe any contention; queue.
 §
if (val & ~ Q LOCKED MASK)

goto queue;

No
disable irq

1
/5 trylock || pending ‘L

‘ *0,0,* -> 0,1,* -> 0,0,1 pending, trylock
*/
val = queued fetch set pending acquire(lock);

L

1
i




Bad 2022

Race against time

From Jann Horn
Soft Interruption

[ — [ mete e [ (et |
() — | (smarta ) (imerta) (] (e |
o {[amers Camets [ merta]

.
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Red binder in 2023




Red 2023

copy the ofFsets From user
space to transaction buH:eD

Transaction

copy the dota From user
space to transaction bubFer

c_;le+ one offset From
transaction buf-Fer

get an object with the offset

v

— translate the object

— Finish the transaction




Red 2023

Transaction rollback

ﬂei' one offset From

transaction bulf-fer

get an object with the ofFFset

|

untranslate the ol::je::j

Finish the rollback. b+—




Red 2023

What if error occurs on the first offset during translation?

« off end offset should be 0
* binder should be untranslated nothing

get one ofFfset from
transaction buf-fer

681’ on objec’r with the ofFFset

off_start_offset buffer->offsets_size:

for (buffer_offset off_start_offset; buffer_offset off_end_offset;

buffer_offset sizeof(binder_size_t)) {

Q off_end_offset is_failure failed_at failed_at :

untranslate the objecw‘

Finish the rolback

—




Red 2023

What if error occurs on the first offset during translation?

e failed at = 0
« off end offset = endof (offsets)

get one ofkset from
transaction buffer Untranslated everything

681’ on objec’r with the ofFFset

off_start_offset buffer->offsets_size:

for (buffer_offset off_start_offset; buffer_offset off_end_offset;

buffer_offset sizeof(binder_size_t)) {

Q off_end_offset is_failure failed_at failed_at :

untranslate the objecw‘

Finish the rolback

—




Red 2023

Leak the address of binder node B

e Trigger to free binder node A
e Spray struct binder ref
» UAF binder thread read

binder _node B

kernel heap

binder _rel

struct binder_node

binder _ref/binder _node A

struct binder_ref

—

binder _rek

binder _ref

struct binder _node#

cookie

—




Red 2023

Cross cache to spray epitem over the binder node

e Spray kmalloc—128 object
Page Allocator

Per-CPU

Page Cache

—

SLLUB Allocator

kmem_cache

kmalloc-126

kmem_cache

slak

slale

EPHen1 —>

slak

v

slalz

||||||



Red 2023

Cross cache to spray epitem over the binder node

e Spray kmalloc—128 object
» Release object to Per—CPU Pages

Page Allocator

Per-CPU
Page Cache

NN g IR

SLUB Allocator

kmem _cache

> kmalloc-12.8

kmem cache

v

slale

\4

slalz

epHen1

slal




Red 2023

Cross cache to spray epitem over the binder node

e Spray kmalloc—128 object
» Release object to Per—CPU Pages Paﬂe Allocator
* Spray struct epitem to get the UAF page

SLUB Allocator

Per-CPU kmem_cache
Page Cache
=ﬂ==-7 kmalloc-12.8 ¥ slal

1
1
1
1 —
: kmem_cache
1
1
! epitem ——— sldb
1
1
1
1
1
1

—



Red 2023

Leak the address of the file

e Overlap epitem with the UAF node
 UAF Binder thread read

struct File struct ePH‘en;uD
~§=__,/"“‘~7 S, /) 17 N,
V) W, D% 7 %%,
5 *next —> _'___v_l'r]?{_-f_-__- > *rnext
N *pr;;: > *Prev_-— Xprev
1Y, 4 7

—



Red 2023

Unlink primitive
» Spray fake nodes by calling sendmsg with user—controllable data

e (Call BC FREE BUFFER
e Use the leaked node address

Write NULL or a kernel pointer to an address

static bool binder_dec_node_nilocked(struct binder_node #*node, ...) {
// use leaked address to satisfy all checks

hlist_del(&node->dead_node) ;

e *pprev = next
} *(next + 8) = pprev

—




Red 2023

Arbitrary address 4 bytes read primitive

e Write the leaked node address to the inode using unlink primitive

ioctl(fd, FIGETBSZ, &value); // &value == argp

return put_user(inode->i_sb->s_blocksize, (int __user *)argp);

struct file
struct epitem

7 e
2= struct inode struct super_block
‘ inode g = > ‘
//" P 40 bytes | 48 bytes J 24 bytes |
1oep.links,mext i_sb event.data R ALDONSITS |
f_ep_links.prev 2 \
Can be modified directly S

~——— withepoll_ctl() syscall

—



Red 2023

Get root

e Using the 4 bytes read primitive to find cred and selinux state

e Using the unlink primitive to write 0 to that addresses




Debt binder in 2024




Debt 2024

CVE-2024-46740

e Tntroduction transaction butfer in kernel space
transaction  —> OxO
data obj A
trasaction buffer in user space ONS Lz
Hrofsaction transaction Obj B
data offsets Ox30
Ox0O N Ox0O rawdata
obj A offset A=0 Ox48 Lz
e bj B ] ffset B=0x18 - 7
obj offset B=0x : OxGO
Transactiol g ?
OB0 ] s R ofFsets offset A=0
rawdata offset C=0x48 OxG8 |
ox48 | 7
. offset B=0x18
obj C oxT0
offset C=0x48

—



Debt 2024

CVE-2024-46740

copy the offsets from user space by
binder transaction

transaction > Ox0
data

OxIg
Ox%30

Ox4-6

rzrsac&k{¢===J—__*’ OxG0

offsets
Oxe8

OxT0

_-_-memmm om o= = ===

kernelspace

obj A

obj B

rawdata

obj C

offset A=0

offset B=0x18




Debt 2024

CVE-2024-46740

e Copy the offsets from user space
e Copy the objects and rawdata from user space

kernel spoce user space
Hransaction —> OO0 Y[ . > .
data ' obj A ! obj A
OMB | 220 22) 1
obj B obj B
Ox30 ~data_size
rawdata rawdata
Dx+5 e
obj C obj C
'r'aneac-h'ot_r_’ OxG0 -
offFsets offset A=0 |—— 0
Oxe8
offset B=0x18 0
oOxT0
offset C=0x70
4

—



Debt 2024

CVE-2024-46740

e Copy the offsets from user space
e Copy the objects and rawdata from user space

kernel space user space
ot obj A obj A
Dwsi_,,w”u,m__ﬂp:
'] obiB |, 9815
Dm:--====::=='-: -dai-a_-g‘ize
rawdata rawdata
OX"FB R e———epe————
obj C obj C
ronsacto [ > OxeO )
Clsets offset A=0 0
One8
offset B=0x18 0
OXTO V00450 —
offset C=0x70

—



Debt 2024

CVE-2024-46740

e Copy the offsets from user space

] kernel space user space
e Copy the objects and rawdata from user space P
data obj A obj A
OB 17777777 NN /7 1174771777
obj B obj B
Dmruvﬁn v & w rs n.-_: "dﬁﬁ'ﬂ__gize
: rawdata " rawdata
ox48' n
: obj C . obj C
ransactio [T OXGO: " -
offsets 1| offsetA=0 |, 0
OXe8 .
' offset B=0 |, 0
OXTO1 ! )

offset C=0x70

endoMrawdata) = offset_C > data_size

—




Debt 2024

CVE-2024-46740

e Copy the offsets from user space
e Copy the objects and rawdata from user space

transaction —> o0 le—
data ; obj A iy
OxB . 7 QL0
obi B
Ow30 Wz
rawdata
Ox46
obj C
ransacﬁotf Oxe0 e
offFsets offsetA=0 —
Oxl8 .
Overwrite 2 offsets, which point to the same obj A . offset B=0
offset C=0x70

—



Debt 2024

CVE-2024-46740

e Copy the offsets from user space
e Copy the objects and rawdata from user space kextil space
* Roll back the transaction with error Oxo Frmm=sssmm=e
:i objA |
OXIB Ll cmummmoammsand :
Velohe \ get one offset From
ox30 | -_,_..m._‘,) transoction bulfer
" rawdata |
oxa8 | gz i
| obCo get an object with the offset
OXGO Lt “
{ offset A=Q =
oxed [ o]
.‘v offset B=0 —— ‘
ox10 i untranslate the object
‘ offset C=0x70 ‘
Gz

'y

Finish the rollback.

untranslate ob| A twice

—



Debt 2024

CVE-2024-46740

* Untranslate object incorrectly
e Struct binder node UAF
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Offensive Complexity
Android binder



Offensive Complexity

Limitation of the old exploitation

e 4 bytes read primitive would be slow

e Multiple heap spray and memory occupation

* H* series devices are not supported




Offensive Complexity

H¥ series device

Limitation of the old exploitation

struct binder_node struct binder_ref
kmalloc192 kmalloc-12.8
P* series device
Ox8 %
struct binder_node struct binder_ref binder _work
kmalloc-12.8 kmalloc-12.8 7
Ox58 ,7 L] | §+r'uc.+
; ‘ i binder _neode*
Ox5E8 |
: P+r struct _
OxG0O | binder _node* OxT8 1 P_h..
j cookie @
Ox80 cookie




Offensive Complexity

Limitation of the old exploitation

e (Cross Cache to leak?

f
128x + Ox58 = 192y + Ox78

y=(4x-1)/6

xXz2,yz?

Simple Math problem

No integer solution

/’
128x + 0x60 = 192y + 0x78
=>y=(16x-3)/24

S on 7

~\

—



Offensive Complexity

Our exploitation

e What can we do after struct binder node is freed?

! | B | ~
| | binder _thread_reod (——v leak. OXIO bytes QJ ; . binder _thread_read ?———b leak OXIO bytes i

4 i | |
’E. BC_FREE_BUFFER e ‘Q/ d e J\ unlink
— ;
i decrese ref i —  decrese ref } Q¢7
UAF ability UAF ability

—



Decrement primitives

Our exploitation

e Construct a stable decrease primitive

Hread UAE binder driver tread X
o] 7

SS-— -

hode Oxbeek

L

h+ernah5+roﬂﬁ1ﬂ;gjrn rek Oxbeek

!

Vv

loc.al ‘E'l‘r‘ﬂﬁﬂ ref=0

0 datastr ong-|

---J



Decrement primitives

e (Construct a stable decrease primitive

binder driver
thread UAF thread X
(
node Oxbeekl |« ret Oxbeel

!

!

internal strong ref-=i da+a5+rcnﬂ:z

e —_— .

local strong refF=0




Decrement primitives

e (Construct a stable decrease primitive

transoction TZ

local strong ref-0

|

| binder driver :

thread UAF —— thread X
[ , [
1 transaction < I
[ [
[ [
[ [
: +r?aaer.vmm1 : node X
[ [
[ [
[ [

rode Oxbeet i« : : reﬁ-Oxbee;’}
: pending transactions :

X 1 1 y
Wwﬂ f5+1r‘m.9 ref=| : Yroneaction T : da+a.~;+rmﬂ=l

[ [
[ [
[ [
[ [

|
transaction Th




Decrement primitives

Our exploitation

e Construct a stable decrease primitive
e ~0x1500 decrement primitives




Manipulate pagetable

Apply dirty pagetable technique

* the local strong ref offset mapping

struct binder_node {

[...]

Struct hlist-head refs; -------------------------------------------------- ;
:. int internal-—strong—refs;n.-.' ------------------------------------------ E
~intlocal weak refs;........ vt :
int local strong refs;....... % ................................ S R
Lot tmpirefs; ol b, A
il { . . . . .
! | : : S
[...] } : : PoL ol
% A
o g pte
v 5 i




Manipulate pagetable

Apply dirty pagetable technique

e Support all device

OxO

Ox8

Ox40

Ox70

OxT78

struct binder_node

kmalloc192

| de l:?uxﬂ__id

-

binder _work

loeke J

|
!
[}
[

struct binder_node
kmalloc192

77

v

o w_.gpinb::.k‘_

v |
binder __work q

N

el \
strong - Ll-mp__r'ef—-;j
| —-yreks - —
Dy P+r Aﬁ

L cookie

L]

AN

struct binder_node

kmalloc-12.8

lock

de E?u;a._id

P

binder _work

*;+r"c>r1;]-, l’rmp._r'eﬁ%m‘ga

L]

i
]
'

—



Manipulate pagetable

Our exploitation

e Construct a stable decrease primitive
e ~0x1500 decrement primitives

* Apply dirty pagetable technique
e Spray pagetable




Manipulate pagetable

Apply dirty pagetable technique - old

e Spray crafted pagetable with limited dec primitive

user space | kernel space
: pte-level page table

addr X

A-OXC00 —» user-page

i i a1 TBE 5SS B S S S T S S e

Y

addr A ————> pte entry | loca strongret | i—— e

e L W i S S ST - J

A+OXCO0

\'4

v

use r-PﬂﬂE

—



Manipulate pagetable

Apply dirty pagetable technique - old

* Decrease the local strong ref for 0x1000 times

pte-level page table

) S)rr - T TS =S

local strong rel

user space | kernel space
oddr X )

— ﬂ ”
A-OnOCO0 —>
addr A ———> pte entry
ArOROO0 >

—

uﬁEt‘—Paﬂe

7 use F-Pﬂﬂ&




Manipulate pagetable

Apply dirty pagetable technique - new

e Tamper crafted pagetable with limited dec primitive

user space | kernel space
5 Fﬂe4evelpage-hﬂde
L.I'ESE!"-PQ@E
A-OXICO0 : >
addr A —m e enhr'y local strong re f‘,\-——’—iv 7
E P+ ‘--'-'l'///l:.’:__.‘,‘/,’_,_ﬂ.,--_,...,;',.'.::'.:'.---,,,-,--.l._'/.'.‘.',‘—'/-'.-'-,-“ u‘;&r Paﬂe
A+OX000—i »/




Manipulate pagetable

Apply dirty pagetable technique - new

* Decrease the local strong ref for 0x80 times

user space | kernel space
; Fﬁe4evelpage-hdde
uGEt"—Paﬁ&
ﬂ i
A-OxICO0 g >
17177127774 77477/ 40 14777)7 14//47.7) /772 RW
addr A =.’—> P+e enhr-\/ local strong ref > user-poge
A+OXI0O0—= >/
63 8 7

§ )




Manipulate pagetable

Apply dirty pagetable technique

e Remap addr A for DMA

user space | kernel space
: pte-level page table
page table
A-OxICO0 — >
f’ldd"” A / > drna—Paﬂe
ArOxICO0 —>
page table

—



Manipulate pagetable

Apply dirty pagetable technique

* Decrease the local strong ref for 0x1000 times

user GPGCG

kernel space

pte-evel page table

local strong rel

A-OXIOO0 ——i >
addr A ——» pte entry
A0 >

page table

dl‘".""lﬂ— Pﬂﬂ&

Pﬂﬂ&'ﬁﬂme

—




Manipulate pagetable

Apply dirty pagetable technique

e Manipulate the page table to get physical address r/w

Page Allocator ! Dma page pool : Allocated Page
:  cuscoooo—
page r—> order-0 | 'fj’rjg;ee
1
: I OXB0I000
| | P{Aﬂe-
7 I W PR P e I table
: :
page : S —
3% : I OX880000
1 1
WA
%) : | OX88I000
I I Wik
page ' poge

—



Manipulate pagetable

Our exploitation

e Construct a stable decrease primitive
e ~0x1500 decrement primitives

* Apply dirty pagetable technique
e Spray pagetable
» Tamper pagetable
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Demo and Advance
Android binder



Exploit videos




Patch suspicion

The commit introduced CVE-2023-20938

off_start offset = ALIGN(buffer->data _size, sizeof(void *));
- off _end offset = is failure ? failed at :
+ off _end offset = is failure && failed at ? failed at :
off_start _offset + buffer->offsets size;
for (buffer_offset = off_start offset; buffer_offset < off_end offset;
buffer offset += sizeof(binder size t)) {

ic__Failure=! Faiure_at=0 '

"
I

Before commit :

K7
ofF _end _offFset = 0
=2 dl‘_‘) ﬂD‘i“r‘llﬂﬂ

ic_Failure= Failure_at=0

After commit

v
ofF_end_ofFset = endoHoFlFsets)

=> untranslate all crbjecﬁ




Patch suspicion

The commit patched CVE-2023-20938 and introduced CVE-2024-46740

if (binder_alloc_copy user_to_buffer(
&target proc->alloc,
t->buffer, 0,
(const void _ user *)
(uintptr_t)tr->data.ptr.buffer,
tr->data_size)) { // copy all transaction data from user space

-]

for (buffer_offset = off_start offset; buffer offset < off_end offset; buffer offset +=
sizeof(binder_size t)) {

if (copy_size && (user_offset > object offset ||

binder_alloc copy user_ to buffer( // copy each object of all data from user space
&target _proc->alloc,

t->buffer, user offset,

user_buffer + user_offset,

copy_size))) {

+ + + + + +

+ object_size = binder_get object(target_proc, user_buffer,

—



Patch suspicion

The commit patched CVE-2023-20938 and introduced CVE-2024-46740

trarsiote data/oblset From user t.apqq

copy dll data o translation buFFer

Before commit \

copy dll offsets to transation bubfer

0ﬁ'ﬂh5b+e data/oblset From user spoce

After commit /

copy dll oFFsets to trarslation bulFFer

\

copy each data to buFFer in a Iompw

Z
L Maybe problem l

—




Mitigation strategy

1. CONFIG ARM64 MTE

e Prevent memory corruption attacks

2. CONFIG SLAB VIRTUAL

* Prevent cross—cache attacks

3. Physical ASLR

e Prevent address guess attacks

—



AAAAAAAAA

Thanks!

And question?
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